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THE DEPLOYMENT GAP

FOREWORD

From the Author.

When I began the research that would become the MANDATE Suite, I kept returning to a single
question the market seemed determined not to ask. We know how to deploy an Al system. We
have become extraordinarily good at it. But do we know how to authorise one — and to prove, at

any later moment, that it was still authorised to do what it did?

The two are not the same. Deployment is a technical act. Authorisation is a governance act. And

in the rush of the past two years, organisations have performed the first at a scale that has left the

second far behind.

This whitepaper is not an argument for slowing down Al It is an argument that the gap between
how fast we deploy and how well we govern has become the defining enterprise risk of this
moment — and that the regulators have already said so, in language remarkably close to the

argument set out here.

What follows is the case for closing that gap with architecture rather than aspiration. I have spent

two years building that architecture. This paper explains why it is needed now.

M Maruf Hossain
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SECTION ONE

Executive Summary.

Across regulated industries, Al agents are being deployed faster than the governance required to
control them can be built. This is no longer a matter of opinion. It is documented in research by
the major analyst firms, and it has been explicitly named by Australia’s two principal financial

regulators.
This whitepaper establishes three propositions.

First, deployment has outpaced governance, and the evidence is now unambiguous. Adoption of
Al is close to universal, yet the share of organisations that have genuinely scaled it under mature
governance remains small. The result is a population of Al systems operating in production before
the controls, accountability structures, and assurance mechanisms needed to govern them are in

place. The gap is not a transitional inconvenience. It is a structural exposure.

Second, the regulators have named the gap and shifted their posture. In October 2024, ASIC
published a review of Al use among financial services and credit licensees under a ritle that
requires no interpretation: Beware the Gap. In April 2026, APRA wrote to every regulated entity
in the country, finding that governance maturity is lagging Al adoption, that many boards lack
the technical literacy to challenge Al risk effectively, and that point-in-time assurance methods
are ill-suited to systems that learn, adapt, and degrade over time. These are not warnings of a
distant risk. They are findings of a present one, accompanied by a stated intent to escalate

supervisory action.

Third, closing the gap requires governance that scales with autonomy — not a policy that trails
it. A governance framework that can be overridden by commercial pressure, delivery deadlines,
or a competitor’s announcement is not governance. It is documentation. What regulated
enterprises require is a constitutional architecture: machine authority that is quantified and
ceilinged by the board, earned through demonstrated governance maturity racher than assumed,

and continuously tested against current conditions rather than certified once at deployment.

This paper sets out why the gap exists, what it will cost the organisations that fail to close it, and
what a governance architecture capable of closing it looks like in practice. It concludes with five
questions every board should be able to answer — because, in substance, the regulators have

already asked them.
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The Deployment
Reality.

The scale of Al deployment in 2026 is not in dispute. What the headline adoption figures conceal
is a second number — far smaller — that measures how much of that deployment is actually

governed.

The adoption figures are near-universal. McKinsey's State of Al in 2025, drawing on responses from
1,993 participants across 105 nations, found that 88 per cent of organisations report regular Al use
in at least one business function, up from 78 per cent a year earlier. WRITER’s 2026 survey of
2,400 executives and employees, conducted with Workplace Intelligence, found that 97 per cent
of executives said their company had deployed Al agents in the past year. By any surface measure,

adoption is effectively complete.

The governance figures tell a different story. McKinsey found that at the enterprise level, the
majority of organisations remain in the experimenting or piloting stages, with only approximately
one-third having begun to scale their Al programs — and just 23 per cent scaling agentic systems
anywhere in the enterprise. Its Al Trust Maturity research found that only around 30 per cent of
organisations reach governance maturity level three or higher. The distance between near-
universal deployment and roughly one-quarter governed scaling is the deployment gap, expressed

in dara.

100% - 97%

Deployed Regular Al use Scaling Al at Scaling Al Reach governance
Al agents (=1 function) enterprise level agents somewhere  maturity level 3+
(past year)

Figure 1 — Near-universal dcp/m'nu’m, limited govcrnud sm/ing
Sources: McKinsey State of Al 2025; WRITER / Workplace Intelligence 2026.
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The gap is widening due to how Al is now being deployed. A generation of no-code agent-building
tools has placed deployment capability directly in the hands of business teams, removing the
friction that once required an Al system to pass through a central technology function — and,
with it, the governance checkpoints the function applied. WRITER found that 75 per cent of
executives admit their company’s Al strategy is more for show than for actual internal guidance,
and that 54 per cent say adopting Al is tearing their company apart. Deployment has been

democratised; governance has not.

The market is also crowded with systems that are not what they claim to be. Gartner has described
this as agent washing — the rebranding of existing chatbots, robotic process automation, and
assistants as agentic Al — and estimates that only around 130 of the thousands of agentic Al
vendors are genuine. An organisation deploying quickly, from a vendor presentation, into a
business function without central oversight, is exposed on three fronts at once: the system may be

misclassified, ungoverned, and not even truly agentic.

Deployment is not the achievement. Governed deployment is. The first is now near-universal;

the second remains the exception.
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SECTION THREE

The Gap Has

a Name.

The argument that governance has fallen behind deployment is not 42 Consulting. Al's assertion.
It is the documented finding of both Australian financial regulators — and, in one case, the

report’s title.

In October 2024, ASIC published Report 798, Beware the Gap: Governance Arrangements in the Face
of Al Innovation. Reviewing 624 Al use cases across 23 banking, credit, insurance, and financial
advice licensees, ASIC found that governance was lagging adoption — and that adoption was
accelerating, with around 6o per cent of licensees intending to ramp up their Al use. The review
found that only half of licensees had updated their risk management policies for Al that only 12
referenced fairness, discrimination, and bias, and that no licensees had implemented
contestability arrangements. ASIC described one licensee’s credit-scoring model as a black box

that nobody in the organisation could explain.

Eighteen months later, on 30 April 2026, APRA escalated. Tts letter to all regulated entities —
drawn from a targeted supervisory engagement with large banks, insurers, and superannuation
trustees — represents APRA's first published, Al-specific expectations of boards and accountable
executives. APRA framed its observations around four areas in which, in its words, governance,
risk management, assurance, and operational practices are failing to keep pace with the scale, speed,

and complexity of Al adoption.
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THE FOUR APRA OBSERVATION AREAS — 30 APRIL 2026

Information security
Alis matcrially changing the cybcr threat landscapc — prompt injection, darca lcakagc, insecure
integrations, and the manipulation of autonomous agents — while idcntity and access management

has not adjusted to non-human actors such as Al agents.

Governance maturity
Adoption is accclcrating into Customcr—fhcing app]ications7 but governance has not matured at the
same pace. APRA observed a tendency to treat Al risk as just another technology’, with weak post-

dcploymcnt monitoring, model behaviour monitoring, Changc management, and dccommissioning.

Supplier risk
Some entities are hcavily dcpcndcnt ona singlc provider for multip]c Al use cases, with limited exit
and substitution p]zmning7 and opacity over upstream foundation models and fourth—party

dependencies.

Change management and assurance
Reliance on point-in-time and sample-based assurance methods that are ill-suited to probabilistic
models that learn, adapt and dcgradc over time — with few entities running continuous validation to

detect model drift, bias, or control breakdowns.

Two of APRAs findings cut to the centre of the governance gap. On boards, APRA observed that
many Boards are still developing the technical literacy required to provide effective challenge on Al-related
risks and oversight, and noted an overreliance on vendor presentations and summaries. On assurance,
APRA found reliance on point-in-time methods despite these methods being ill-suited to probabilistic
models that learn, adapt and degrade over time. The first is a governance-design problem. The second

is a continuous-governance problem. Both are addressed directly later in this paper.

These are not advisory documents. APRA stated that where entities fail to manage Al risks in
proportion to their size, scale, and complexity, it will take stronger supervisory action and, where
appropriate, pursue enforcement action. And the two regulators do not act in isolation. Through the
jointly administered Financial Accountability Regime, APRA sets the prudential standard, and
ASIC converts it into personal accountability for directors and accountable executives. The

mechanism that turns a governance gap into individual liability is already in place.
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SECTION FOUR

Why the Gap

Exists.

The deployment gap is not, for the most part, a product of negligence. It is a product of structure.

Three structural forces combine to push organisations into deploying faster than they can govern.

The first is mandate without method. Boards have instructed their organisations to become Al-
driven, Al-ready, and Al-first. Few have been equipped with a method for doing so safely. The
instruction to move fast arrives with great clarity; the architecture for moving fast under control
does not. Execution teams fill the vacuum with the tools available to them, and governance

becomes something to be reconciled later.

The second is the confusion of policy with architecture. Most organisations respond to Al risk
by writing a policy. A policy is a statement of intent. Architecture is a set of controls that make
intent enforceable. A policy that says high-risk decisions require human oversight is not the same
as infrascructure that prevents a high-risk decision from executing without human oversight.
When commercial pressure arrives — a competitor’s launch, a delivery deadline, a board demand
for visible progress — a policy yields. An architecture does not. The distinction is the difference

between governance that holds and governance that is merely documented.

The third is the invisibility of aggregate exposure. Individual Al deployments are each approved
on their own terms. Almost no organisation maintains an aggregate view of how much
autonomous decision authority it has delegated across its entire Al estate. Authority accumulates
system by system, each increment defensible in isolation, until the total exceeds anything the
board would have knowingly approved — and the board has no instrument that would have shown

it happening,

These three forces converge on a single diagnostic. There are three questions most boards cannot

currently answer:

1. How much autonomous decision authority has the organisation delegated in aggregate —

across every Al system in production?

2. Who holds the authority to increase that total, and what prevents it from growing without

the board’s knowledge?

3. Does the authority granted to a given system at deployment still hold today, given

conditions that may have changed since then?
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An organisation that cannot answer these three questions does not have an Al governance
problem in waiting. It has one in progress. The remainder of this paper sets out the architecture

that answers them.
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SECTION FIVE
The Governance Maturity
Index.

The governing principle of a sound Al governance architecture is simple to state and demanding
to implement: autonomy is earned, not assumed. A system does not receive a level of operating
authority because the technology is capable of it, or because a business case requires it. It receives
that authority only once the organisation has demonstrated the governance maturity required to

control it.

The Governance Maturity Index (GMI) operationalises this principle. It defines five levels of
organisational governance maturity and binds the autonomy a system may exercise to the level
the organisation has actually certified to. A system may not operate above the governance
maturity that has been demonstrated to support it — regardless of what the technology could do,

or what commercial urgency would prefer.

Autonomy is earned, not assumed —
a system may not operate above its certified governance maturity.

Full
autonomous

Conditionally
autonomous

Supervised

autonomous

Supervised

Assisted

GMI 1 GMI 2 GMI 3 GMI 4 GMI 5
Foundational Managed Integrated Optimised Constitutional

Figure 2 — The Governance Maturity Index. Each rung unlocks a higher autonomy ceiling; none may be skipped.

The structure deliberately inverts the common sequence. The default pattern is to deploy at the
autonomy the use case demands, then attempt to build governance around it. The GMI reverses
this: the autonomy ceiling rises only as governance maturity is demonstrated and certified. At the
highest level, autonomy is constitutional — the operating authority is set by a board-adopted ceiling
that management cannot unilaterally raise. Only the board can lift it, and only by formal

resolution.
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This is not a theoretical preference. McKinsey’s own research found that only around 30 per cent
of organisations reach governance maturity level three or higher — which means that the majority
of organisations now deploying autonomous systems are operating above the governance maturity
they have demonstrated. The GMI names that condition precisely, and provides the ladder out of
it. The objective is not to slow Al down. It is to ensure that every increment of autonomy rests on

an increment of demonstrated control.
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SECTION SIX
What Earning Autonomy
Looks Like.

The principle that autonomy must be earned is only as strong as the mechanisms that enforce it.
Three are foundational. Together, they convert governance from a stacement of intent into an

operating reality — and each answers a specific failure the regulators have named.

The pre-authorisation record. Before an Al system takes its first consequential action, there must
exist a record of what it was authorised to do, by whom, within what limits, and on what date.
This record predates the system’s first action — it is not reconstructed afterwards. It is the artefact
that answers the regulator’s first question: who authorised this system to do what it did? Without
it, an organisation can describe its governance but cannot prove it. With it, authority is

demonstrable rather than asserted.

Write-Before-Execute. Execution defensibility does not begin at execution. It begins with the
decision that is allowed to move toward consequence. Under a Write-Before-Execute standard,
the decision audit record is committed before the action is permitted to proceed — not after it has
occurred. The log is not evidence that something happened; it is the governance act that auchorises
it. I the record cannot be written, the action does not proceed. An audit trail that exists before

the action cannot be reconstructed to suit it.

Continuous Admissibility. Authorisation granted at deployment is not a permanent permission.
The conditions that made a delegation safe at the moment it was granted will drift — exposure
shifts, volumes change, the organisational context evolves. A delegation that was admissible when
authorised may become inadmissible later, with no single event to mark the transition.
Continuous Admissibility governs authority as a live condition rather than a historical record,
monitoring operating parameters against the profile under which authority was granted, and

requiring reassessment when they diverge materially.

This last mechanism directly addresses APRA’s assurance finding. APRA observed reliance on
point-in-time, sample-based assurance that is ill-suited to systems that learn, adapt, and degrade
over time. Continuous Admissibility is the structural response: it replaces the point-in-time
photograph with a continuous view of whether a system’s authority remains valid now. The audit
trail answers the question of what was authorised. Continuous Admissibility answers what
remains admissible today. These are different questions, and a complete governance architecture

must answer both.
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Each of these mechanisms is set out in full in the accompanying preprint series — the Autonomy
Budget (Hossain, 2026a), Continuous Admissibility (Hossain, 2026b), and Write-Before-Execute

(Hossain, 2026¢) — which establishes the theoretical and operational basis for each control.
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SECTION SEVEN

The Cost of
the Gap.

The deployment gap comprises three categories of costs: costs for failed projects, penalties for
regulatory breaches, and personal liability for the individuals accountable. Each is now

quantifiable.

The cost of failure. Gartner forecasts that over 40 per cent of agentic Al projects will be cancelled
by the end of 2027 — attributing the cancellations to escalating costs, unclear business value, or
inadequate risk controls. That final clause matters: a material share of these failures will not be
technology failures, but governance failures. The organisations cancelling projects in 2027 will

disproportionately be those that deployed without governance in 2025 and 2026.

The cost of a regulatory breach. Under the EU Al Act, which applies to any organisation whose
Al systems affect people in the European Union, penalties are tiered by severity. Breach of the
prohibited-practice rules carries fines of up to €35 million or 7 per cent of total worldwide annual
turnover, whichever is higher — nearly double the ceiling under the GDPR. High-risk non-
compliance carries a penalty of up to €15 million or 3 per cent. For regulated industries, the
exposure is direct: Al systems used for credit scoring and insurance pricing are classified as high-
risk under Annex I11. The high-risk obligations for Annex I1I systems have been deferred — under
the Digital Omnibus provisional agreement of May 2026, pending formal adoption — from
August 2026 to December 2027, but the prohibited-practice rules have been in force since

February 2025.

8%

Whichever is higher: the fixed sum or the percentage of worldwide annual turnover.
7% turnover

4% turnover

3% turnover

1% turnover

O -
EU AT Act EU AI Act EU AT Act GDPR
Tier 1 Tier 2 Tier 3 maximum
(prohibited) (high-risk) (false info)

Figure 3 — EU Al Act pc;m/[_\‘ tiers compared with the GDPR maximum.
Source: Regulation (EU) 2024/1689, Article 99.
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The cost to the individual. In Australia, the consequence does not stop at the entity. ASIC’s
enforcement posture has escalated sharply: in the twelve months to late 2025 it doubled the
number of new investigations and nearly doubled the number of new matters filed in court, and
it secured a record of approximately $349.8 million in civil penalties in the second half of 2025
alone — including a proposed $240 million penalty against a single bank that would be the largest
ASIC has ever sought. A governance failure involving Al does not land in a lenient environment;

it lands in the most active enforcement environment in ASIC’s history.

Through the Financial Accountability Regime and the directors’ duty of care under section 180
of the Corporations Act, that exposure attaches to individuals. A director who receives a
management assurance that ‘Al is being used responsibly’ — without being able to demonstrate
the governance behind it — is not discharging the duty of care. They are accepting a
representation they cannot test. APRA’s finding that boards rely too heavily on vendor
presentations is, in this light, not merely an observation about competence. It is a description of

unmanaged personal liability.
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SECTION EIGHT
Five Questions
for Your Board.

The most useful test of an organisation’s Al governance is not whether it has a policy. It is whether
its board can answer five questions — each of which the regulators have, in substance, already
asked. An organisation that can answer all five with evidence has closed the deployment gap. An

organisation that cannot locate it.

1. On aggregate authority. Can the board state how much autonomous decision authority it

has delegated across all Al systems — and name who is authorised to increase it?

2. On board literacy. Could the board provide an effective challenge on an Al risk today, or
does it rely on vendor presentations and management summaries? (APRA’s finding, put as
a question.)

3. On continuous admissibility. Does the organisation’s assurance rely on point-in-time
testing, or can it detect model drift and behavioural change continuously between review
cycles? (APRAs assurance finding, put as a question.)

4. On contestability. If an Al system makes a decision that materially affects a customer, can

that person obtain an explanation and contest it? (The arrangement ASIC found no

licensee had implemented.)

5. On the pre-authorisation record. If a regulator asked who authorised a given Al system to
do what it did, when, and within what limits — could the organisation produce the

record?

These are not 42 Consulting. AD’s questions. They are the regulators’ questions, restated. The

only question that remains is whether your organisation can answer them before it is asked to.
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ABOUT

42 Consulting. Al

42 Consulting. Al builds constitutional Al governance for regulated enterprises. Its core work, the
MANDATE Suite, is a comprehensive governance architecture comprising 64 normative
instruments across five frameworks — governing the delegation of machine decision authority,
the ethical and rights boundaries on its use, the management system that maintains it, and the
regulatory extensions for EU and group structures. The Suite is designed for organisations in
financial services, insurance, superannuation, healthcare, government, and other regulated sectors

operating autonomous Al SyStGl’l’lS at scale.

The architecture is supported by an academic preprint series published on Zenodo, which
establishes the theoretical basis for each governance mechanism, and by the forthcoming book
Governance-First Al. The Suite’s distinguishing conviction is that Al governance at the depth
regulated enterprises require cannot be delivered by a compliance framework alone — it requires
a constitutional architecture, adopted by the board, enforced by the infrastructure, and

continuously tested against current conditions.

Dr M Maruf Hossain, PhD, GAICD - Chicf Al Strategist

enquire @42C0nsu1ting.ai . Www.42c0nsulting.ai

The preprint series is available at: zenodo.org/communities/mandace/records

© 2026 42 Consulting. Al - All vights reserved - This whitepaper is general commentary and is not legal, financial, or compliance advice. Organisations

should obtain their own professional advice on the application of the referenced regulatory instruments.
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